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e Technology, Engineers and Public Policy — The need for root cause analysis
e Airport Body Scanner Introduction and Background

e General Description of Pro-Vision Scanner System

e Previous Field Strength Assessment and Need for Follow-on work

 NAS Sponsored Test Objectives

e Field Probe Test Apparatus and Validation Approach

e Theoretical Development and Incident Field Predictions

e Remote Airport Testing Results

e Comparison of Theoretical and Measured fields

e Summary and Conclusions
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 When Technology “works”, the public hardly notices
e Cell phones, ubiquitous availability of electricity, water, transportation, food....

* When Technology “fails”, the public screams for immediate answers
e Plane/Car/Bus/Train crashes
e Flint water crisis
 |dentity Theft/Data Spills
e Space Shuttle Columbia Disaster

e Role of the Engineer as Arbiters in a crisis

e Unsought, thankless roles to be embraced and executed - If asked, just do it!

e Performing transparent technical assessments, writing unbiased opinions, advocating
for technical reason when emotions and politics can drive poor decisions

* Technology advancement absolutely depends on public safety perceptions

October 30 - 31, 2018 ROACH Meeting
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* A Small, suitcase sized piece of polyurethane foam destroyed
the left leading edge thermal protection system, causing the
Shuttle to break up on re-entry

“Foamologist”

* Hundreds of Engineers pursued multiple Thoore

accident theoretical threads to resolve

the “root cause” of the accident -/ was one of them

* Though technical root cause was the foam release impact,
the system root cause included a NASA culture at the time
blind to the possibility that a feather-light piece of foam had
the kinetic energy to destroy a carbon- carbon edge

October 30 - 31, 2018 ROACH Meeting
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* A Redesigned Shuttle completed the ISS, then was retired well before
its vehicle lifetime - perceived as “unsafe” and “expensive”)

e (135 missions, 2 Accidents, 1.48% accident rate, 14 fatalities)

* The bulk of manned space lift is shifting to “private” companies funded
by USG and private capital

e Space-X, Virgin Galactic, etc. — none who have flown astronauts

* The working assumption is that innovative “private” space
development will be safer than “NASA” space when flying astronauts
e Space-X unmanned rocket accidents (16 successes, 5 failures, 23% accident rate)
 Virgin Galactic (3 successes, 1 failure, 25% accident rate, 2 fatalities, suborbital)

e Remains to be seen if “private” is safer when astronauts begin to fly...

October 30 - 31, 2018 ROACH Meeting 6
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* Privatizing airliner construction doesn’t prevent air travel
fatalities either

e Systematic Studies of Air Accident by NTSB/Others aims to reduce
system failures to the limits of human operators (pilots)

Worldwide Air Fatalities 2006-2017!*] Annual growth in global air traffic passenger demand from 2005 to 2018

Why? — Aerospace system engineers study accidents and failures to Learn and Fix!

[1] https://www.statista.com/statistics/263443/worldwide-air-traffic-fatalities/
October 30 - 31, 2018 ROACH Meeting
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e After 9/11, the DHS adopted enhanced security scanning protocols
throughout the US Airport System. These changes included (but were
not limited to)....

 Enhanced baggage screening — every piece of Luggage flown to be inspected

 Enhanced personnel screening — every person goes through ... P vcon2
* Metal Detector (“Trusted traveler”) T
e Airport ProVision mm wave Body Scanner
e Pat-down
 Maybe all three of the above

* Intrusive screening had unintended consequences
e Long Airport Lines, accusations of racial profiling
e Claims of illnesses caused by screening devices

When technology “fails”, the public screams for immediate answers

October 30 - 31, 2018 ROACH Meeting
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 There are 793 full-body scanners at 157 airports worldwide

* Millions of passengers walk through these annually

* Many passengers claim the body scanner is not safe for humans

e Some passengers have filed formal complaints in the US Courts,
TSA, DHS, and with or through their congressional representatives

 One complaint by a single passenger to his local Congressman
stated they developed (or was diagnosed) with Stage 4 cancer

shortly after walking through a Provision Body Scanner

e This Public complaint caused Congress to have the PV2 scanner’s

safety re-assessed by the National Academy of Science and Engineering
e ...and ARA found itself in the middle of a technical and political firestorm

October 30 - 31, 2018 ROACH Meeting
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ARA - Panama City, FL, DM = Brian Heimbuch

Explosives and Equipment Characterization
($15.2M/48 mos.)

Customer: DHS S&T HSARPA EXD

October 30 - 31, 2018
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ARA Operates DHS testbed....

(1) Baggage Screening Devices

(2) Explosive Detection Algorithms

(3) Identifies evolving IED devices

(4) Create/Detonate/Measure yields
of new IED chemical compositions

(1) Assures baggage screening detects
evolving explosive threats

SEATTLE ,‘|\0ct30-31 [ ]
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e DHS Executed an In-House study in 2012 to evaluate the radiated
field strength of the Provision Body Scanner

e Field Emissions included “all” frequencies, including out-of-band
from electronics and computers

In-Band (24-30 GHz) field measurements were done using a simple
crystal detector, a power meter, and two sample points within the
Provision scanner. Calibration was very questionable.

e The “Test Machine” was a dedicated lab research machine in a TSA
Laboratory. No operational airport machines were tested.

e The “calibrated field measurements” of the two points varied by
over a factor of 50.

e Documented in a report: “ Compilation of Emission Safety Reports
on the L3 Communications ProVision 100 Active Millimeter Wave
Advanced Imaging System, DHS/ST/TSL-12/118, 1 Sept 2012“

October 30 - 31, 2018 ROACH Meeting



¥ IEEE

ENC

SOCIETY,

* What drove these emission measurements?
e Congressional Inquiry — Does the TSA body scanner
present any RF Hazard to Public Passengers

and/or TSA Operators?

e Tasking: Cl=DHS =TSA =NAS (Agent)

TSA Airport Body Scanner Background

—

ROACH 2018

L3Comm Provision 1
Airport Body Scanner

* NAS — Committee to evaluate safety from calibrated RF emissions data
e ARA(BRD) — Contracted to Provide Emission data

October 30 - 31, 2018
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4 ARA

w— =5 =
2 26 dots = 20" = 50.8 cm

1 dot=1.954 cm

Front array
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Linear Antenna arrays
(1 Tx, 1 Rx, Sequentially fired)

Added lines for measurements.

Provision Detail Drawings

29.3985

.

=

ROACH 2018

Chamber Dimensions

Units are in inches.
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e \ery Fast 3-D Dual Transmit/Receive Array Scanner using cylindrical array
geometry

e Electronic-Scan in (linear) Elevation, Mechanical Scan in (rotational) Azimuth

2 Separate set of TX/RX arrays (one scanning passenger front, the other rear)

192 elements Tx, 192 Rx, each element is energized twice during a sequential linear scan
Very fast 24.25-30.00 GHz Linear FM Swept Waveforms

Acquires all data in 1.5 seconds — built for millions of iterations!

* NAS tasked ARA to provide the following:
 What are the calibrated radiated Electric Field Strengths where a passenger stands (front
and back) with measurement uncertainty
e Same question — but outside where the “next passenger” and “TSA Operators” stand

 Why is this not trivial?

* The frequency sweep is very fast, the waveform radiated powers are very low by design, the
geometry constantly changes during the sweep, the space is very small, and all
measurements must be made on production operational machines already deployed in the

field “over the air” only!
October 30 - 31, 2018 ROACH Meeting 15
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Lexan
‘ ’ Radome

~+60° ~-60° ‘
L3 Array §
192 eight

~-60° ~+60° (192 Tx elements

@1 cm Spacing and
192 Rx elements
@1cm Spacing)

\

Electrically Scanned Top to Bottom
Mechanically Scanned about +/-60°
Linear FM Front and Rear Facing Array
Raw Data Product —
Front/Rear “ISAR” Image

(L3 Prefers the term “Holograph”)
October 30 - 31, 2018
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Radiated Waveform

Linear FM Ramp

o

”

24.25

off 0 5.59

Time (usec)

8.1

Overall ProVision Duty Cycle is
(5.59 usec “on”/2.51 usec”off)
Dc =5.59/8.1 = 69%

Each Element is radiated twice, for

A total of 192 x 2 = 384 waveforms per angle -
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TX/RX Linear W

Arrays - Front View

E-plane

Total Gain (dB) (Phi = 90 deg)

Total Gain (dB) (Phi = 0 deg)

270

Frequency = 24 GHz

Frequency = 25 GHz
Frequency = 26 GHz 180
Frequency = 27 GHz
Frequency = 28 GH=z
Frequency = 29 GHz

192 cm total Height

(192 elements @ 1 cm Spacing)
October 30 - 31, 2018 ROACH Meeting
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Chamber Dimensions / .g:
S/

28.7 cm 5
N
Scan Plane 1 /
2 o -+ T -
Py & Scan Plane 2
g & g h
o ” a 59.5 cm
1 S|
Scan Pla:e3\ Scan Plane 4
29.0 cm

Iy

‘ Units are in inches. |

—
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ProVision Diagnostic Mode
Sets the Front and rear arrays
In the center scan position
and free runs the RF Sweep
Waveforms

Allows accurate capture of
RF energy without worrying
About array cylindrical
Movement during test
(Scan Planes 1,2,3)

Scan Plane 1 (front array) and Scan Plane 3 (Rear) are symmetrical and should have similar field strengths
Scan Plane 2 should be similar to Scan Plane 1 data reduced by additional 30.8 cm spread loss vs frequency
Scan Plane 4 is where the TSA Operator sits, while Scan Plane 5 is the closest a “next passenger” stands

October 30 - 31, 2018 ROACH Meeting
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Linear Slide Motor |~/

Power Meter
(Outside i
b

1 . Proscanner)

+/- 30° Adjustment

i —

™

Rotates ! 7
+/-30° | ‘.
from O\ L t 3

vertical

ProScanner
Floor Outline

.

~40db RF Amp
On heat sink

Front Perspective View Rear Perspective View

. '.f 4
7/
&

Counter-rotating L Narda V637
Probe Antenna

Polarization Adjustmant

October 30 - 31, 2018 ROACH Meeting
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L3
k4

F
8 ft
L LY
9 \

4 !
I !
I ]
| I
1 i

\ L

3 'T" - A
LY L] F
B | ] r
L (] *
I 1L
I
I [ ELY
I E-12
v ScannelPsitions™ #
~6 5can Angle Positions

{Sampled every -30 to 30°

Radial Probe was a compromise
to accommodate limited space
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X — Dropped After DAY

RF Microwave Sensor Head Design T

WR28 curved waveguide

NARDA V637 STG Horn

15Vdc + Gnd RF out

Amp Power

Cable

"

Precision

Stepper

Maotor

Scanner, Motor, and

WR28 waveguide to
coax adaptor

~3 cm semi-rigid
RF Cable #1

Keysight
Controller Computer

~60cm Low loss RF Cable #2

Stepper Motor
Controller for

3db PyDivider

Power Crystal Detector

-

Linear Field probe | 200icmfff Jnear Probe fsee
TP OC H Exploded Above)
r 1
Suzghr d v ~150 cm Low loss
Ve RF Cable #3
Keysight
Model 89908 Pwr Head
Power Detector — N
\'—-——-
& Oscilloscope Inp:’ T — T —— | 8990B Head

50 ohm Coax

/

Dayton Airport NAS Detector Signal Flow
(CVG/MEM/TYS Dropped Schottky Signal Path for Extra Gain)

October 30 - 31, 2018
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DC Output 1 to Schotke Diode
gRF Output 2 to 8990B Pwr Meter

~40db RF Amp B&
On heat sink

Keysight
8990B

(rear view)

-

NardaVve37
Probe Antenna

Counter-rotating
Polarization Adjustment

20
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Scan Plane 1

Scan Plane 5 Scan Plane 4

Scan Plane 3
Field Probe
Staring at Rear
ProVision Scanner
Array (DAY)

Scan Plane 2 is the same field probe Scan Plane 5 Scan Plane 4 i A e
position with Probe Antennal2” Where Next Where TSA Operator Sl
further back from front array. Passenger Stands Stands

October 30 - 31, 2018 ROACH Meeting 21
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SEATTLE Oct30-31 -
B Scan Plane 1 (Front) .
Lexan Scan Plane 2 (Front) ~ ( A Field Probe Height Samples
Radome 29.0 cm RN : Lexan Course A=2.852 cm (48 samples)
Scan Plane 3 ! Radome Fine  A=0.475cm (299 samples)
" (Rear) !
166.0 ! .
[ (mrs;’,“ (coarse) ! | Angular F|elo! Samples
L3 Array | Primary: 0° (Vertical)
(192 aements L, DAY Some Off:+/-15°, +/- 30°
@ 1cm Spacing) | cm total Height 4o ]
Remr Aeray | (192 elements Rapid field off-angle falloff
| @ 1 cm Spacing) o
> » | Lowest Tx Elementis Polarization
' 3.95 cm from floor Primarily VV
e P 4 | Some HH (Low X-Pol Antenna)
TS89 em = 4834 em | Spacing from
" " | Floor~3.95 cm
| I . 8990B Power Meter
29.2 cm PP 29.2 cm v J,

TVerticaI alignmentwithin +/- .25 cm of Iowestelement

T

Antennasalignedat 5 x 2.95 + 29.2 = 14.0 cm (4 scans) from 15t point

October 30 - 31, 2018

ROACH Meeting

10,000 time domain pts/sweep
Raw Output: Power (dBm)
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I I NAS Imposed Limitation
SOCIET. No Direct Airport Scanner Timing Pulse

Measurement Imposed Limitation from NAS

* NAS directed ARA not to modify Operational ProVision in any way

* No direct timing pulse (therefore) available to sync 8990B!!]

* Timing had to be acquired “over the air” with regular waveforms

e Limitation was added to prevent operational airport scanner systems
from having to be removed from service and recalibrated after test

L.

s~

I

ROACH 2018

Keysight 89908
; Broadband Power Meter
S L 1 RF inpat 1 ﬂ'-Sa:Epa 1 nﬁnpul 2 | -
gl . S— TriggerSource |
i S Recelve RF Pwr £9908 Ch1 '
i i Field Probe RF Head 4

| RF Power Diode (Field Probe) |-| o

Aux RF Trigger from O
::j RF Head
Rear-Facing Ka Antenna -

o =

Solution: Rear Facing Horn Sync Antenna

SEATTLE ,‘|\0ct30-31 [ ]

[1IThe only timing pulse was a BNC connector
on top of the mechanically swinging array
which would have been difficult to get to

and involved disassembling machine to access

Top Vrm
M 1LF

Worked exceptionally well and was a very reliable trigger!

October 30 - 31, 2018 ROACH Meeting
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Lexan
Radome

-~

L3 Array
192 eight
(192 elements
@ 1cm Spacing)
Rear Array

29.0c

166.0cm
(coarse)

A=2.852cm

29.2cm

Scan Plane 1 (Front)
Scan Plane 2 (Front) RS
~ S~

(Rear)

Field
Probe

Dayton Measurement Geometry

Not to scale

59.5cm

IL70.75 cm)
(dense)

<

1

66.0cm

(coarse)

H |

—

I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
v

AN

Lexan
Radome

L3 Array

192 cm total Height

(192 elements
@ 1 cm Spacing)

Lowest Tx Element is
3.95 cm from floor

Spacing from
Floor ~3.95 cm

l

October 30 - 31, 2018

TVerticaI alignmentwithin +/- .25 cm of Iowestelement
Antennas alignedat 5 x 2.95 + 29.2 = 14.0 cm (4 scans) from 15t point

1«

.)_L,-
L
ROACH 2018

SEATTLE f| \Oct 30-31 N

Dayton Configuration 1.7(h), 12 of 45 files shown
This collection gathered 130,000 samples

y Detected Power (dBm)
exan
Radome a
175.3¢ -
{ (dense) -
L3 Array Delay relativeto
192 eight : Rear-facing reference
(192 elements — .
@ 1 cm Spacing) Pulse Time (uSec)
Rear Array
Time correlated
to probe Height above floor
(em)
Az.49¢
J, " Time
29.2cm
(RIS

Ground Rules: (1) We were not allowed to physically
Connect to machines (i.e. no hard wired trigger pulses available)
(2) Vertical Array was set at mid-sweep position

(so called TSA diagnostic mode)

ROACH Meeting 24
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Ill:::hll"'l"””‘l :m::: Scan Plane 3, Course, (13 of 45 files shown) from 29.2-175.3 cm from floor i—
SOCIETY, (There are 130,000 raw data points in just these 13 plots — 10,000 each) ROACH 2018
SEﬂTTLEmOCISU-:l“ -
=10.0; T T T
-50.00 950.00 g 1950.00 295000 Time ( }.I.SEE)
- O - ) S g3 ¥EZ 3 Provision takes 3100 psec
b ﬁ E 3 ﬁ = - = T 3 % A Probe Center from Floor (CM) . "‘l‘
:: to complete entire array sweep
TOR Floor E—
k :::‘: We therefore set 8990B time
~ L) — s base sweep to 3500 psec
- —201
I:% — 020G
B |00 _—
= ¥ s Next Page Focuses on the
& - scan at 87.6 cm
% ——326 above the floor of the scanner,
- file number 22612
s 300
=30.0
\__) (87.6 cm Height) NextPage —

October 30 - 31, 2018 ROACH Meeting
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ﬁ““iﬁlﬁ'ﬁ" Raw scan data #226 before system calibration =
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Scan Plane 3 (DAY) ROACH 2018
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sssssssssssssss (]
24.25GHz 27 29 m
-10.0 , ' , — ' o5 26 28
-50.00 95000 |  1950.00 2950.00 . .
-15.0 ' 100 .
1597 1589 i 101 1603 1605
-15.0 | ' :
-20.0 10,000 Data points » \V*'\l\_;, Linear FM Chirp
(384 FM Chirps /File) e
-25.0 + 2250 '8 SN S . - \H Yo - _
8.1 s B flow =24.25 GHz
-30.0
-30.0 Vi I fhigh =30 GHz
350 ~26 Data points A Sweep Period = 5.59 psec
=50 L) 0 | (Note: waveform is not linear in dB)

%
1500.00 160000 1700.00 1800.00
a - 1,000 Data points s EOU 5',,35

1
38.4 FM Chi Fill .
[ irps [File) 150

_an, |
/}&’/\ /
. . . > 5: 226 ~100 Data points
90 15r 1 1 16:10 15115 16Izu
5.59 usec

5.75
Y —- fou, (t) = 2425 + (E)t (usec)

\W\
AH.I|1,|
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1.7.a scan 103 (Rear SP3)
MEM: P 89908 for Scan 106 in Case 1 7 a

Mem Avg Raw Noise

| R E . T U SN RN DY N (SN N

P_8990B (dB

e | [ AR

| I
| \'Waveform seeees | \
0.00230414

[H_ZIDZZ?IN 000227984 00228794 UCI[IZ;EEDJ-
1\ A on L'J Time (s) Averaged the 5 Peak Waveforms
> Of every scan, every configuration

\ Waveform}
off _ .
Note: Waveform not linear in dB

24.25 30 GHz Y
GHz GHz Overall ProVision Duty Cycle is
C —> (5.59 psec/8.1 psec) = 69%
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1.7.a scan 103 (Rear SP3)
MEM: P 89908 for Scan 106 in Case 1 7 a

Mem Avg Raw Noise

Vs
o
o
m
o
&
| SRR P B | s | e TN | S | o e e =

' [
a o I4I

_____________ | TI____ i T ' B e
I I
70 1 \Waveform seee | )
000227174 000227984 M 008228794 0.00229604 000230414

Averaged the 5 Peak Waveforms
(a) We are measuring raw un-calibrated receive power with the Keysight Of every scan, every configuration

8990B vs time....

Note: Waveform not linear in dB
(b) The NAS wants Frequency Based Incident Field Strength versus scan
plane location

How do we get from (a) to (b)...?

October 30 - 31, 2018 ROACH Meeting 28
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 PiGyGpA
(4R)*

[l

Pgogop(f) = Py (f) - NGain,f41(f) [Watts]

[l

Prcv (f) = P899OB (f)/NGainrf #1 (f) [Watts]

By (f) [Watt
soles

[l

A.(f) = G.(f)-

[Watts]

rcv

Next: P;(f) =

/12

e [mz]

Py = —mPeosos(D i ) | |E;(f)| = \/120mP4(f) [Volts/m]

NGain,fs1(F) G- ()4
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P.G,G.2* DC Output 1 to Schotke Diode
rev = (4nR)’ Wattsl QRF Output 2 to 8990B Pwr Meter
1 S | ‘a7 = :
T "3 ~a0dbRF Amp R '
Pggoos (f) = By (f) “NGain, 4 (f) ) [Watts] On heat sink

' -~ -

Prcv (f) = P899OB (f)/NGainrf #1 (f) [Watts]

P., (f) [Watt
Next: P,(f) = Xv(f) — ]
e
l 5 Counter-rotating ] : Narda V637
A Polarization Adjustment Probe Antenna
A =G(f) -~ [m?]

4

Pu(f) = —TPesos )y 2] ) | |E; ()| = \[1207P4(f) [Volts/m]

NGain,fs1(F) G- ()4
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X — Dropped After DAY

NARDA V637 STG Horn
WR28 curved waveguide -
dem 4 Final NetgainRFE1 s WG EM JTY S NetGainR F#l
15Vdc + Gnd RF out
Amp Power R _ 40
cat*! ——
in - A 35 [ e —————— m__d:_-—i-i- i i j—
Precision / - ~3 cm semi-rigid 30 T —— AAA—A M
Stepper i - %
Mgt:rf WR28 waveguide to RF Cable #1 23 (an] W?\
Scanner, Motor, and coax adaptor 20 — ©
Keysight 15
Controller Computer ~60cm Low loss RF Cable #2
Power Crystal Detector 10
Stepper Motor 3db Pwr Divider X 3
Controller for ! hm C
Linear Field Probe |™200cm ';':;’;:’::f": 50 ohm Coax 0
HP DC Power ! / 24 25 26 27 28 29 30
Supply W ~150 cm Low loss
[r1ovde/Grd RFCable#s | >
Keysight F re G H Z
Model 9908 ke _ 9 ( )
Power Detector N
& Oscilloscope oﬁ:f [ ——— | 89908 Head
Dayton Airport NAS Detector Signal Flow b (f) = A7 Pgogos(f)
. . d -
(CVG/MEM/TYS Dropped Schottky Signal Path for Extra Gain) NGain, g, (f))G(f) A2
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2
_ PiGiGrA [Watts] NARDA-v637: Msmt vs CEM
rev (471- R)Z 6 Aand B Represelnt ' r
158 - | Two Different V637
l Antennas
156
Pgogop(f) = Py (f) - NGain,f41(f) [Watts] | Manufacturers Gain
= 1521 i
l -LZF 15 1 F\
Prcv (f) — P899OB (f)/NGainrf #1 (f) [Watts] S 4.8 r’ :
- — - - 3 145 - h
P.,(f) [Watt _--
Next: P;(f) = 7 ] P 14.4
A(f) Lm* 1 _~-
-~ 14.2
-
- 14 1 1 i L i
l -7 24 25 2% 27 28 29 30
/12 Frequency (GHz)

2. =G (D) 1= ]

Po(f) = —— P05 )y s 2| —) | |E; ()| = \/1207P4(f) [Volts/m]
NGamr}c#l(@)A
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i =

= NG Manipulation of Friis Formula to get |E(f)| ==

DAY Final NetgainRF#1 w—CVG/MEM /TYS NetGainR F#1

SOCIETY, :
SEATTLE Oct30-31 -
S ik
, _ - T T e~ Narda SGH G,(f)
P.G:G, A -~
T a Lo i \
4 Lo | 5 5 N
7 N S S S S N VA
l / .I.O.OIEIQ? — J. l# . . 1431 s s Pd {f) _ 4n ngggg{ﬂ
/’ 50 ~ Y ' NGain 4, (f) G,(f) A2
Pgooop(f) = By (f) - NGain,s 4, (f) [Watts] %z . ; -
m | 250 . _-;;,_‘-;"*".
l / ’ % -300 i % : . ,f‘r«. -
/7 <M H S o Ak
. -35.0 o ) i
PT'C’U (f) — P899()B (f)/NG/qlﬂTf #1 (f) [WattS] (wo 43 Datzspgf.::s?%gshﬁ::,}cvg) : Frequenty (GHz)
R

AW 226 Before System Calibration o .
. _ Prcv (f) att 1.7.h, VV, Middle of Scan, 11.3” from 35 +
Next: Py (f) - 4 2 Source array ol
Ae (f)/ m 25 1
4 20 +
/‘ Compute P4 above, then E Field: '2 [ ' ' . . ‘ _
/ /12 E ()= m ° 2 2 2 2 2 2 %0
A ()%= G (f) - 7= [m?] (0l VA20m Pl
7 4
/
/
AP .
' 89905 (f) _ [Watts/m’] ) | |E; ()| = /120 ,m [Volts/m]
7/ _NGaingp4: ()G (f)A oS

—_———— e =-
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I IV G, Manipulation of Friis Formula v

SOCIETY,
SEATTLEm0cl3D-31 -
> Added CEM Predictions:

32
Prey : [Watts] L3 PG, vs f based on L3 ProVision Transmitter Specs
and Tri-Van Modelling of L3 Antennas as a cross check

R —_——
— -
- -
- -
- -
=

P899()B (f) - PTCU (f) * NGalnrf #1 (f) [WattS] 100 [ L3|Hmrn Antlenna: Galins . Lexan Radome LOSS
T, : : : e ProVision Trans Loss 44.5cm dB
l == ProVision Radome Loss 54.5 cm dB
i o5l AU e Avg ProVision radome Loss (dB)
P.cy (f) = Pgogop (f)/NGalnrf #1(f) [Watts] 3 08 T
% . : : : 05 :'J\,;:“ a
N t P (f) Prcv (f) Watt] % X 1] s it s S R Z: \%M ]
ext: = T - o
S ¢ A.(f) m? e | | o[ = Feko > -\\r“mw’“ﬁ
D (e ™ PN
l ¢ ¢ GovtCode ° 24 25 25 27 28 29 30
/12 3‘024 2I5 2I6 E‘I? EIS 2I9 30
Frequency (GHz)
A(f) = G (f) - 7= [m?] o

4

Py = —mPeosos(D i ) | |E;(f)| = \/120mP4(f) [Volts/m]

NGain,fs1(F) G- ()4

October 30 - 31, 2018 ROACH Meeting 34




mﬁﬂﬁﬁf: Bounding the ProVision Min/Max Transmit Power —=

SOCIETY ROACH 2018

SEATTLE ,‘|\0ct30-31 [ ]

e PPMax 230 Prod Avg SP1 DAY === PPMin 230 avg = PPMax 230 Unit Avg SP2 === Ppmin 230 avg D2=59_5 cm
Spec Max = Spec Min D1=287 cm PP Spec Max == Pp spec min DAY
-40 i | . ; -40
-45 ——— -45
.50 —= [ | S —— -50
-55 -55
-60 1 -60 +—== 1
Scan Plane 1 Scan Plane 2
-65 | | -65 | |
24 25 26 27 28 29 30 24 25 26 27 28 29 30
=== DAY SP3 PP max 230 avg
e Ppmin 230 avg D3=29,Ocm
Spec Max with radome
-40 I I I
. PP Spec Max = maximum CW power specification for L3 Xmt Module
Pp Spec Min = minimum CW power specification for L3 Xmt Module
=0 m——r— —_ PP Max 230 = average of CW maximum power of 230 production units
55 Pp Min 230 = average of CW minimum power of 230 production units
0 1 Comparing to field measurements requires reduction to 69% duty cycle
Scan Plane 3
-65 } }
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Iz NG Composite Airport Scan Plane 1,2,3 Averages -

SOCIETY ROACH 2018

SEATTLE Oct30-31 -
-4 ! | \

0
i Airport Comparison: Pd Averaged Over All Scans in Case 1_6_c (Scan Plane 1) (PrEdICted Spec Max (Highest of 230 Production unit sample)
B ! _-———-—d.'__---
I ap— P Y sl ] . P S
— — |-— p— '_' :- ! !
—~ =4 PredictedﬁpecMaxEnghest tifiSUProductlonun‘it samure) """ E 5 |
“ ! . . ! % -50 . |
S 50lenpiiaasnsasbnnnmnannssdannnrenasanninamannnasanth s anannnemthnassanannns = pRes s 2522004 e treea, ! =
?E' _-".5"- vln..-o-- —t _ E : _oj:. _".B - um &3.3;#;:!?:-; '.o o f 3
; s n-p et g:o S o':v:q.tv-r"' "*"1'1_‘.“*“ I"Q'uTJ,.ﬂ.' '-2'_55 ___________ B i S P e e e Tt
“_:_55 ..... S T K s, .0 22 SRS S Soma s 2 tPredlcted Spec Mln(Lowest of230 Productlon unltsample]
§ L Predlcted Spec Mln (Lowest of 230 Pruﬂuctmn unlt sample) I R R A e DAY Gy 1Ay Wavelorn Avg Gans
E =p0} - ! ! : cemw  |wew DAY P idBrmiom’ ] - Avg Wavelorm, kvg Gans | ] [ i : : i:l:;f;::|I...-::::::::::;:
Scan Plane 1 (Front) e el gy 5. Scan Plane 3 (Rear) —
s—a MEM: Pd (dBmjem® | - Avg Wavelorm, Avg Gars
~537 % % 77 28 29 30 Frequency (GHz)
Frequency (GHz)
=& ” ; |
Scan Plane 2 (Front) wasn-m-'mwew--w-m‘
oo O Pd [dBmienr | - Avg Waneform, g Gans
_ael o o8 TVS: P [dBmycm ) . Awg Waveform, Avg Gaing . . .
= " ‘ : ‘ s P G- g Vo, A Gars * Predicted Max and Min were based on Tri-Van CEM
§ Analysis of L3 Antenna Array combined with L3Comm
s -0 . . T
£ Production Acceptance Transmitter Variability Test Data
=
= -55 For 230 Production Provision Machines
g e Team Tested 4 machines, 2 Model Provision 1, and
-0 - 2 of the newer, slightly smaller Provision 2 at 4 airports
-LPreﬂlcted Spec! Mln (Loweét of 230 Productlon unit sample)
-6

25 2? 23 29 30 .
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Airport Scan Full Dataset Samples &

CVG SP1 and MEM SP2 ROACH 2018

SOCIETY.
Airport Comparison: Pd Averaged Over All Scans in Case 1_6_c (Scan Plane 1)
— S— .-l— — — — — —— =
— — f— — .
— =45 Predlcted Spec™ax (nghest of I3U Productlon unit’ sample]
E
-
= B I T T T b T SRR
£ . .
; e no:“‘n pno‘ﬁ:‘e&ﬁ‘:‘v"'oq—r‘" -—‘-—i"}-~n ”'ﬁ-fbl.ou.'!
gl I Sy 0 B _pronee <o e < .“:t‘:i'.‘._'_"_'.'___
g LPredlcted Spec Mln (anest of 230 Pro:ductmn unlt sample)
E 1 | A R T A 1'_____________: _______ e—e Da¥ Pd {dBmiom’ | - Avg Wavelorm, dvg Gans
i . oo OV P [dBmicon’ | - Avg Wavelorm. g Gans
Scan Plane 1 . X e—e TS Pd [dBmicm® ] -+ g Waveform, Avg Gains
h ! s—s MEM: Pd (dBmiom’ | - &g Wavelom, dvg Gars
—531 25 26 27 28 29 30

10109,, [ Pd (mW/em® ) )

October 30 - 31, 2018

Frequency (GHz)

0 CVG: Pd Averaged Over All Scans in Case 1_6_c, Scan Plane 1, SN = L100120301084

I
&
L

1
A
(=]

1
wn
w

I
=]
[=]

_53

Ay .
- T a, \
AL 2 s S 2 : - ﬁf
- wy .
PPN
Scan PIane 1- CVG Only '
§ 25 26 27 26 % “30

Frequency (GHz)

10log,, [ Pd (mW/cm?) ]

-40

SEATTLE ’|\0ct30-31 [ ]

Note Scan Plane 2 has lower S/N because
of additional R? spread losses

MEM: Pd Averaged Over All Scans in Case 1_3_d, Scan Plane 2, SN = PV-20275

Scan Plane 2 MEM Only

Frequency (GHz)
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Characterizing L3 Transmit Array
Elevation Spread Loss

Representative Analysis performed at 27 GHz (Near Center of Frequency Band)
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ENC:

Elevation Spread Loss Measurement (1 of 3)

SOCIETY. (27 GHz, Scan Plane 3, Dayton, 97 cm height, File 226(1.7.h)

R:-:::E h = \/292 +(y-97)° Technique for Computing Spread losses
13 / 1. Use direct path at y=97 cm as base power
Horns V4 2. Calculate range spread loss component

r—) Case1.7.h Using the following formula:
Scan Plane 3
L3 Array  * V-Pol, Y=97 cm _-‘,
192 eight RZRange Loss (dB) =201log[29/ h]

(192 elements
@ 1cm Spacing)
Rear Array

(File 1.7.h, #226)

"

97 cm
(dense)

3. Extract Probe Elevation pattern loss
From measured probe pattern at 0, 27 GHz

4., Extract L3 Elevation Pattern loss
From L3 supplied 27 GHz data at 0, 27 GHz

5. Total Spread Loss Calculated by:

—

ROACH 2018

SEATTLE ,‘|\0ct30-31 [ ]

October 30 - 31, 2018

ol Total EL Spread Loss (dB) = R2 Loss (dB) + Probe EI (6) (db) + L3 EI () (dB)

ROACH Meeting
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mﬁ'ﬁﬁ Elevation Spread Loss Measurement (2 of 3) =

L]
ROACH 2018

S%Cle@ (27 GHz, Scan Plane 3, Dayton, 97 cm height, File 226 (1.7.h)
smmmomn.“ -

i - Technique for Computing Spread losses
"é‘ - Narda
g V637 Probe | 1. Use directpath at y=97 cm as base power __
g 1 oo Mt
E 2. Calculate range spread loss component T
[} - 1 Using the following formula: 2
PD:I ( | 0 3
- ‘ R2Range Loss (dB) =20 log[ 29/ h] g gl 111
T T e e 3. Extract Probe Elevation pattern loss 1
. N co \,_w\/\ E [ RRSSRNSS ERRRERARAN
= 1 \_/, a From measured probe pattern at 0, 27 GHz I
o I.f’f :E-Isl;citmm \ 4. Extract L3 Elevation Pattern loss e
,5_1 E'::' f anem \ /’_) From L3 supplied 27 GHz data at 0, 27 GHz
m =/ Y 4. Total Spread Loss Calculated by: o
= 0y I\ ' P y: 0 100 00 K00 U0 8500
== | ){\I:/ (Time [Height])
E' -0 | +6
at | L 0L LA = e Total EL Spread Loss (dB) = R2 Loss (dB) + Probe El (0) (db) + L3 El (0) (dB)
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mﬁ'ﬁ‘l‘f. Elevation Spread Loss Measurement (30of3) =

SOCIETY, (27 GHz, Scan Plane 3, Dayton, 97 cm height, File 226 (1.7.h) ROACH 2018

EEEEEEE ’l ‘101:! 30-31 N

P TTlme (nsec) '

-50.00 950.00 1950.00 "
-15.0
Al

Raw Center Probe /
Data (File 226) {0

Conclusion:

L3 Linear Array Element
antenna pattern falls off
as predicted in the
elevation (height) plane
as one proceeds away
from the active radiating
element

-200 +—

-25.0

| -50

a Lme (sec) \

B0 100 BN) BNO 000 19500

-_-_-_"'_‘-—-.
'-.-________,_._-—-‘
Total EL Spread Loss (dB)

-30.0

-35.0
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Characterizing L3 Transmit Array
Azimuth Spread Losses “Off
Centerline”

Representative Analysis performed at 27 GHz (Near Center of Frequency Band)



mﬁﬁﬁ Azimuth Spread Loss Measurement (1 of 3) =

SOCIETY. (27 GHz, Scan Plane 3, Dayton, +30°, Files 114/119/124 (Case 1.7.g) ROACI 2018

SEATTLE |\0ct30-31 [ ]

y =x tan'}{30°)

r 68.4 cm (Probe top)
Technique for Computing Spread losses

X = 0 cm (Center)

1. Use direct path at x=0 cm as base power
" -68.4 cm (Probe bottom) 2. Calculate range spread loss component

Lexan Radome Using the following formula:
(Looking down)

o S

R?Range Loss (dB) =201log[ 29/ s]
A

Az (probe at top)

Array ) S
' 3. [Extract Probe Azimuth pattern loss
O > T = From measured probe pattern at ¢, 27 GHz
Tx ’ 4. Extract L3 Az Patternloss
Array Az (probe at bottom) From L3 supplied 27 GHz data at ¢, 27 GHz
$=Tan (y/28.07) wherey = xtan"{30°) 5. Total Spread Loss Calculated by:
And x is the +/- probe position from center
where } Total AZ Spread Loss (dB) = R Loss (dB) + Probe Az (¢) (db) + L3 Az (¢) (dB)
5 =‘E‘EJ2 + (x tan1(309°))?
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m:'||u||||w||v"n Azimuth Spread Loss Measurement (2 of 3) =
s?;”)ouz#@@ (27 GHz, Scan Plane 3, Dayton, +30°, Files 114/119/124 (Case 1.7.g) ROA}F\ZU 18

Technique for Computing Spread losses

'g Narda
E V637 Probe ] Use direct path at x=0 cm as base power
& 2. Calculate range spread loss component
_%_ Using the following formula:
=
Range Loss(dB) =201log[29/ s]
Ls_c“g;;;;‘f:;‘:“”m 3. Extract Probe Azimuth pattern loss
= ! Az Pattern \ co From measured probe pattern at ¢, 27 GHz
o / ‘\/
S i / )“[\ \ \ 4, Extract L3 Az Pattern loss
o E I,-" II'\ /,—> From L3 supplied 27 GHz data at ¢, 27 GHz
o : ,“I |
© \ I' 5. Total Spread Loss Calculated b
- (] I."’,f.‘* =T . .
R iy P y
Total AZ Spread Loss (dB) = R? Loss (dB) + Probe Az (¢) (db) + L3 Az (¢) (dB)
44
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mﬁmﬁ Azimuth Spread Loss Measurement (3 of 3) =

SOCIETY. (27 GHz, Scan Plane 3, Dayton, +30°, Files 114/119/124 (Case 1.7.g) ROACH 2018

SEATTLE ,‘|\0ct30-31 [ ]

Conclusion:

File 1.7g 124
Center x=0 cm

V637+L3 antenna Az pattern '
+ spatial Spread Loss (dB) L3 Linear Array Element

o (27 GHz) antenna pattern falls off
as predicted in the
Azimuth (width) plane as
one proceeds away from
the principle linear plane

Q00E+00 5 DOE-04 3 000-00 1 SO0-08 J.000-C0 3 SO00-08 3 008-03 X

-1.00E+01

File 1.7g2 119 .isoeeon -
X=14.26 cm -2.00E+01 7

-2 50E+01

/ ﬁ

Az Spread Loss (dB)

-3.00E+01

I

-3.50E+01

-4 00E+01
0.00E+DD 1.00E-03 2.00E-03 3.00E-03

File 1.7g 114
x=28.52 cm

; M Very Few Off-Axis Measurements were ultimately )

e e e e | collected after this analysis was complete as the
maximum incident fields were in the vertical plane ~6 Scan Angle Positions

(Sampled every -30 to 30°
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ME‘LI"}‘E"EL Uncertainty Analysis for Dayton Airport Data (1/4) v
S T s m ::::: 1 mm

 NAS asked that one data set from the 4 airports be used to estimate
overall measurement uncertainty

e Uncertainty performed with original Dayton dataset

e Results ultimately drove changes to improve S/N ratio for MEM, TYS, and CVG
Measurements

e Outline of Uncertainty Analysis Follows....
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ENG  Uncertainty Analysis for Dayton Airport Data (2/4)  [mro
N -y-cerye /T\ ooooo Yy

NCEAS
(¢ "NG )

* Partially differentiating the base P4 term with respect

to each variable in turn (f,6,¢,R ), then normalizing by
P4 and separating into fractional error terms we get:

[@Pd]_ 2_ N 0P, N 0P, N
Pad | 7 P, of P, R

0P, 2 [enNn ] [ oG,
P, 00 P, 04 Nof G of

October 30 - 31, 2018 ROACH Meeting
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ENG  Uncertainty Analysis for Dayton Airport Data (3/4) [

SOCIETY, m
seatTie [J\oct30.51 mm

« Term 1- Absolute frequency Uncertainty
The fractional RSS errors are... « Term 2 — Pg Uncertainty (raw instrument+ S/N vs f)

— Term 2 is normally dominated by S/N error

[ T - { 4 } +{ oPg T +[ 0Py T N « Term 3 — P4 due to range uncertainty (probe to array)
P, - l

2
/ Py 0f Py OR * Term 4 — Pg due to azimuth boresight uncertainty

Term 1 Term 2 Term 3

opr, | opP, |’ oN ]’ oG
+ + +
P, 00 P, 0¢ Nof G o

Term 4 Term 5 Term 6 Term 7 * Term 7 — P4 due to receive gain G, Uncertainty vs f

* Term 5 — Pg due to elevation boresight uncertainty

Term 6 — P4 due to NetGaingpy, uncertainty vs f

BOLDED Terms are the highest contributorsto Overall Measurement Uncertainty
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ENG  Uncertainty Analysis for Dayton Airport Data (4/4) [
SEATTLEm0ct30-31 [ ]
...and a lot of analysis and data reduction later.... —\l
DAY Scan Plane 1 (Front)
DAY: Pd Averaged Over All Scans in Case 1_6_a, Scan Plane 1, SN = L100104200824
0 : : | | . _ NOTE
45| - - ;H-";'E;itﬂf E;U-P;du'ft'““ ”"'ﬂ sample] I
B Wﬁ‘dm‘ad s i S = _.#loUnc| Dayton Ngaing(f) system sensitivity
' ' - : dramatically fell off above 29 GHz
50} :
CVG/MEM/TYS Used modified

Front-end sensor to increase S/N
Above 29 GHz

e i e

ed E;iec'Mm 230 pmduttmhun

Scan 102 Pd (dBmjcmy b = « AN Wave fosnmi, Avg Gaing

—55] et ey et

Predict

10l0g,, [ Pd (mW/cm?® ) ]

_ﬁﬂ" #———& 5can 149 Pd (dBmjcn § ~ Awg Waneform, Avg Gains Sl """—1.'
1
¥ 1

Uncertainty only performed in DAY
For Scan Plane 1

—— Ca%e Average Pd (dBmdcm ] - fwg Waveform, fvg Gains
-_— - Max Spec Power (dBmiomr |
v mmm  Min Spec Power [dEmycm? )

635 25 26 27 28 29 30
Frequency (GHz)
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QIEEE  \What about Body Scanner Cross Polarization (VH)?

)_L,.
Ill"" ||"|||”|H‘|. i T
L] il
ROACH 2018
SOCIETY _
° 5EATTLEmﬂcl3D-31 -

Scan Plane 1 (Front)

Antenna module 2105, port#7 (center element), w/ kaplon, E-plane. 27 .00GHz 16-Mov-2005
T T 1 Tt -y 7 7 1 1 1.1 571

] P8990B Absolute
L~ Peak™-14 dBm NOTE

(SR SNSITRY, " aadim No further X-Pol Tests performed at

MEM, CZVG, or TYS as a result

5 _ | of DAY data
E .. . e | =
: _ 3 _ i 27 GHz Data shown
Z, ; _ - Cross-Pol Data (Case 1.3.c)
28 PIRAE ' All below the noise
=30 i i : A
32+ : : \_)
KTys _ i - Provision Xpol Scan Plane 3
-36 -
asl i s 1] - GEI.EZdEiB‘l.I'USI'.'I'B" i_ 1.3.c.101 1.3.c.126 1.3.c.149
4ok L i & 3 3 i j i §%F 7 33 " e Avg 24-30 GHz "signal” Lvl (dBm)
60 -55 -50 45 40 -35 -30 -25 -20 <15 <10 -5 © 5 10 15 20 25 30 35 40 45 50 55 €0 -36.06 -36.50 36.21
L. S 3612 -36.49  -36.06

-36.32 -38.52 -36.74
-35.42 -38.72 -39.81
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mﬁlﬁ'ﬁ Power Level Measurements at TSA Operator Position
L\l

—
[}
Tl il

(TSA Operator Scan Plane 4 Transient, CVG Measurement) =
SOCIETY.

ROACH 2018
s“numomn.“ -
Scan Plane 4 (TSA)
ér\f\lﬁ sn_:afnner
iy N Position

Gt

77~
;ﬁ/ NOTE
Transient Sweep Power, CVG Scan Plane 4 ) i T
: Y Scan Plane 4 This is the only mechanical
MEM Scan: Plane 1 == e

Transient measurement performed

Field Probe Array placed just outside
The ProVision Scanner Exit door center,
Slightly closer than where TSA operator

Stands during operation

<10 dB Lower than Passenger Scan Plane 1

Scan Plane 4 results to left must be reduced by

5 - 5 : ~ .
Frequency (GHz) 8.2 dB to account for mechanical
October 30 - 31, 2018

ROACH Meeting Swing-arm illumination duty cycle (30%)
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ﬂ@ﬁ‘fl ARA Pro-Vision Airport Body Scanner Measurements

SOCIETY. (Hopefully the LAST Time)

e In-Band (24-30 GH:z) field measurements were done using a highly
sophisticated, fully calibrated time domain power meter

e The “Test Machines” were chosen by NAS from operational airport
machines in Dayton, Cincinnati, Memphis, and Tyson.

e Several Million individual test points were measured in three
internal and 2 external scan plans.

 ARA Documented all measurements in a report: “Radiated Transmit
Field Power Density Measurements of the ProVision Version 1 and 2
Millimeter Wave Body Scanners, NAS Final Report under contract
NAS 002004737 3 May 2016”

 NAS Compiled all final data and issued their own final safety
analysis and report incorporating ARA results: “Airport Passenger
Screening Using Millimeter Wave Machines: Compliance with
Guidelines, ISBN 978-0-309-46744-5
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PEEE And the NAS Measurement Conclusions...?

I

SOCIETY,

October 30 - 31, 2018

AL

[3]

ConcLusioNs aND REcoMMENDATIONS

135

CHAPTER 6. COMMITTEE-LED MEASUREMENTS

Finding 6.1: The committee-led measurements at airports indicate that even
an “out of position” person will receive an average pulsed power density during
a scan that is 270,000 times below the applicable standard exposure limit of
10 W/m? and most likely will receive even less standing correctly in the center
of the portal.

Finding 6.2: The committee-led measurements at airports indicate that even
at the entry position of the portal, the power density is several million times
below the acceptable limit, even for a continuous signal.

Finding 6.3: The committee finds that during normal operation of the ProVi-
sion ATD and ProVision 2 systems there is no risk to a person being screened
to receive the applicable standard exposure limit of 10 W/m?; instead, the
exposure is hundreds of thousands times less.

ProVision 2

—

ROACH 2018

[3] Paraphrased after
185 pages and 2 years....

It’s Safe

[3] “Airport Passenger Screening Using Millimeter Wave Machines: Compliance with Guidelines, ISBN 978-0-309-46744-5. PP135

ROACH Meeting
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Questions?
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